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Abstract: The DT environment involves the formation of a clone of the tangible object to perform simulations in the
virtual space. The combination of conceptual development, predictive maintenance, real-time monitoring, and
simulation characteristics of DT has increased the utilization of DT in different scenarios, such as medical
environments, healthcare, manufacturing industries, aerospace, etc. However, these utilizations have also brought
serious security pitfalls in DT deployment. Towards this, several authentication protocols with different security and
privacy features for DT environments have been proposed. In this article, we first review a recently proposed two-
factor authentication protocol for DT environments that utilizes the blockchain technology. However, the analyzed
scheme is unable to offer the desirable security and cannot withstand various security attacks like offline password-
guessing attack, smart card stolen attack, anonymity property, and known session-specific temporary information
attack. We also demonstrate that an attacker can impersonate the analyzed protocol’s legal user, owner, and cloud
server. To mitigate these security loopholes, we devise an effective three-factor privacy-preserving authentication
scheme for DT environments. The proposed work is demonstrated to be secure by performing the informal security
analysis, the formal security analysis using the widely recognized Burrows-AbadiNeedham (BAN) logic, and the Real-
or-Random (ROR) model. A detailed comparative study on existing competing schemes including the analyzed
scheme demonstrates that the devised framework furnishes better security features while also having lower
computation costs and comparable communication costs than the existing schemes.
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L INTRODUCTION

A Digital Twin is a real-time digital replica of a physical system that accurately reflects its features. The DT
environment involves the formation of a clone of the tangible object to perform simulations in the virtual space.
Grieves and Vickers first proposed the idea of performing simulations with a clone in a virtual environment in
2002, and National Aeronautics and Space Administration (NASA) in 2010 referred to the method as a DT [2].
The DT concept was developed to make it possible to reap the benefits of paradigms like Industry 4.0 and the
industrial Internet of Things (IIoT). The idea is to make every product or process-related data source and control
interface description accessible through a single interface for automatic communication establishment and auto-
discovery. Without specific knowledge of each component, developers and engineers can determine, design, and
construct the required interfaces, integrations, and communication links by analyzing the DTs of the
incorporated components [3]. The devices may eventually be able to locate and communicate with one another
without the need for a human engineer to stand in between them. With the assistance of DTs, this kind of auto-
discovery and auto-established communication may eventually make IoT more scalable for currently
unimaginable applications. The numerous fields in which DT technology is being studied are manufacturing,
construction, healthcare, and space industries. IoT and mobile devices have recently been added to the DT
technology’s application range. For instance, autonomous driving can be achieved in a vehicular environment,
and precise and detailed remote medical treatment can be carried out in a medical.

IL. OBJECTIVE

A Digital Twin is a real-time digital replica of a physical system that accurately reflects its features. The DT
environment involves the formation of a clone of the tangible object to perform simulations in the virtual space.
Grieves and Vickers first proposed the idea of performing simulations with a clone in a virtual environment in
2002, and National Aeronautics and Space Administration (NASA) in 2010 referred to the method as a DT The
DT concept was developed to make it possible to reap the benefits of paradigms like Industry 4.0 and the
industrial Internet of Things (IIoT). The idea is to make every product or process-related data source and control
interface description accessible through a single interface for automatic communication establishment and auto-
discovery.

III.  PROPOSED ALGORITHM
The proposed work is demonstrated to be secure by performing the informal security analysis, the formal
security analysis using the widely recognized Burrows-Abadi Needham (BAN) logic, and the Real-or-Random
(ROR) model. A detailed comparative study on existing competing schemes including the analyzed scheme
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demonstrates that the devised framework furnishes better security features while also having lower computation
costs and comparable communication costs than the existing schemes.

The goal of the suggested solution would be to guarantee that security measures that protect privacy and make
use of blockchain technology don't adversely affect the functionality and effectiveness of the digital twin
environment. This could entail decreasing computing cost, balancing trade-offs between security and
performance, and optimizing algorithms.

Advantages of Proposed System

Iv.

VVVVYV VVVVVVVVVVVVVVVVVVVVVVY VYVVY

Enhanced Data Privacy
Immutable and Transparent Transactions
Decentralization and Trust lessness
Smart Contract Automation:
Improved Security
MODULE DESCRIPTION
In this project have 3 modules:
1. Data Owner
2. Data User
3.Cloud Server
4 Network 1
5.Network 2

DATAOWNER
Register the account with the basic information
After authorized by cloud owner can login the account
Make a request for key
View key and upload the file with the encrypted format, If we need to select the network and node for file
uploaded.
View files
Logout
DATAUSER
Register the account with the basic information
After authorized by cloud user can login the account
View uploaded files with encrypted format
Make a request for particular file
If we enter the key correctly means, the file should be downloaded.
After downloaded it should be decrypted format.
Logout
CLOUD SERVER
Login the account with the correct credentials
View owner and authorize them.
View user and authorize them.
View owner request and Send key for File upload
Send Decryption Key
View all uploaded files
Graph
Logout
NETWORK1
Login the account with correct credentials
View network1 uploaded files
Logout

NETWORK?2
Login the account with correct credentials
View network?2 uploaded files
Logout
V. RESULTS AND DISCUSSION
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An user friendly page to get primary details of data owner during the first time registration of data owner and
after the first time registration website host will accept the register form of data owner and accept it in the cloud
server, then the data owner can able to login next time of getting into the page.
To get primary details of user data during the first time registration of user and after the first time registration
website house will accept the register from of data user and accept it in the cloud server, then the user can able
to login next time of getting into the page.
Cloud server where data owner can able to generate private and public key for the file and then they can send
key to the user via g-mail. The website host can able to accept many data owners and and data users.
Data owner can only upload the files and user can able to access the files. The data owner will protect the file by
giving only access to data to limited user by providing the key.
VI CONCLUSION

In this work, we examined various design flaws and vulnerabilities of the scheme suggested in
opposition to numerous cryptographic attacks, like user impersonation, KSSTIA, and offline password guessing
attacks. By utilizing blockchain technology, we proposed an enhanced three-factor-based privacy-preserving
authentication framework for the DT environment. The informal security analysis of the proposed scheme
shows the efficiency and enhanced security against various wicked attacks. In addition, we would also like to
develop a complete testbed experiment for practical aspects of the proposed scheme.
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