International Journal of New Innovations in Engineering and Technology

Secure Social Media with Image and Text
Moderation

Dr.V.Kavitha', Ms.R.Kavyasriz, Ms.K.Kaviyadharsinf, Mr.S Krishna Kumar®
! dssociateProfessor, > *Student, Department Of Computer Science And Engineering
Velalar College Of Engineering And Technology, Erode

ABSTRACT - Social media platforms such as Facebook, Twitter, and WhatsApp play a pivotal role in modern
communication, facilitating the sharing of personal interests, activities, and daily conversations. With the growing
significance of these platforms, ensuring the privacy and security of user-generated content has become a paramount
concern. This paper addresses the challenges associated with safeguarding sensitive information on social media
applications and proposes an advanced data protection method. The primary objective of this research is to develop a
robust framework that combines Convolutional Neural Network (CNN) algorithms, supervised machine learning
(ML) techniques, and the TensorFlow ML framework to enhance the privacy and security of user-shared content.
The proposed framework leverages advanced permission settings, enabling users to control access levels for specific
files and information, thereby ensuring that only authorized individuals or groups can view or modify sensitive
content. The research focuses on the integration of CNN algorithms to analyze and classify user-generated content,
employing supervised learning techniques to continuously refine the system's ability to identify and protect sensitive
information. The TensorFlow ML framework is utilized to enhance the efficiency and scalability of the proposed data
protection method, ensuring seamless integration into existing social media architectures.

1. INTRODUCTION

In addition to personal use, these applications also serve various purposes such as business, education, and
trading chats. However, despite their positive aspects, there are also negative aspects to consider. The existence
of vulgarities on these platforms is a cause for concern. Students, in particular, are vulnerable to these
vulgarities, and exposure to such content can lead them astray, negatively impacting their future prospects.
Pornographic or adult-oriented materials, for example, are often shared without regard for their harmful effects.
Regular dull in comparison to the excitement generated by pornography, making it even more challenging to
concentrate on them. To prevent such outcomes, social media applications should prohibit the sharing of such
content. In today's technology-driven era, traditional communication methods such as SMS or phone calls are
being used less frequently and are being replaced by chat applications. Social media platforms have become an
integral part of everyday life. Among the most popular chat applications today is WhatsApp. With WhatsApp,
users have various options for communicating, including sending text messages and . making phone calls.
Additionally, the app allows for sharing of photos and videos. The rise of social network platforms has led to
unprecedented levels of connectivity among individuals. As these platforms continue to evolve at an accelerated
pace, even into the era of virtual reality, our privacy becomes increasingly vulnerable to a growing number of
threats. One of these threats is the proliferation of vulgar and inappropriate content, particularly in the form of
shared images, which can have harmful or sexual content. This Application is developed with the factors that
ensures the user's privacy and helps in making secure conversations. Image moderation is a type of content
moderation that aims to screen out images that are deemed explicit or unsuitable for a brand's social media
platform. The number of images that are assessed by the image moderation system is considered as the measure
of image moderation. The image moderation process functions by identifying the links within messages and
transmitting the content of those links to our AI moderation service for analysis. TensorFlow is a comprehensive
open-source platform for machine learning that handles all facets of a machine learning system. However, in
this course, emphasis is placed on using a specific TensorFlow API to build and train machine learning models.
TensorFlow facilitates the creation of dataflow graphs and structures that specify how data is processed via a
multi-dimensional array called a Tensor. This permits you to design a series of operations that can be performed
on the input and output values, thereby constructing a flowchart.

Developing a Convolutional Neural Network (CNN) for image classification to avoid harmful or inappropriate
content is a crucial aspect of many projects, especially those involving user-generated content. Below is an
overview of the key components and considerations for implementing a CNN for this purpose:

1.1 DATASET
Positive Samples: Collect a dataset of images containing harmful or inappropriate content. This serves as the
positive class.
Negative Samples: Gather a diverse set of images that represent normal, safe content. This will be the negative
class.
Ensure a balanced and representative dataset for effective model training.
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1.2 DATA PREPROCESSING
Resize images to a consistent size for uniformity. Normalize pixel values to a specific range (e.g., [0, 1]).
Augment data through techniques like rotation, flipping, and zooming to increase model robustness.

1.3 MODEL ARCHITECTURE
Design a CNN architecture suitable for image classification. Common architectures include VGG, ResNet, or
custom-designed models. Consider using pre-trained models to leverage learned features from large datasets
(e.g., ImageNet). Add layers like Convolutional, Pooling, Batch Normalization, and Dense layers.

1.4 TRAINING

Split the dataset into training and validation sets. Train the model on the training set and validate it on the
validation set. Monitor metrics like accuracy, precision, recall, and F1 score.
The effectiveness of the CNN depends on the quality of the dataset and the careful tuning of hyperparameters.
Regular updates and continuous monitoring are essential for maintaining the model's accuracy over time.

2. LITERATURE REVIEW
2.1 Advances in Machine Learning Algorithms for Hate Speech Detection in Social Media
ML algorithms for hate speech detection in social media, addressing key components like data collection,
feature extraction, and model evaluation. It contributes by informing readers on detection steps, evaluating
method strengths and weaknesses, and identifying research gaps, providing valuable insights for researchers and
professionals in the field.
2.2 Automatic Detection of Offensive Language for Urdu and Roman Urdu
Challenge of detecting offensive language on social media in the Urdu language, introducing the first offensive
dataset for Urdu comments. Using character-level n-grams and various machine learning techniques, the
research achieves superior performance, with LogitBoost and SimpleLogistic reaching 99.2% and 95.9% F-
measure on Roman Urdu and Urdu datasets, respectively.
2.3 Automatic Classification of Sexism in Social Networks: An Empirical Study on Twitter Data
Introduces annotation guidelines, a new dataset (RU-HSD-30K), and a context-aware a hate speech detection
model employing a Bi-LSTM architecture with an incorporated attention layer in Roman Urdu, outperforming
traditional and outperforming alternative deep learning models with an accuracy reaching 0.875 and an F-Score
of 0.885, while showcasing enhanced performance through lexical normalization.
2.4 A Framework for Hate Speech Detection Using Deep Convolutional Neural Network
Addresses the challenge of hate speech on Twitter, proposing an automated system based on Deep
Convolutional Neural Network (DCNN) with GloVe embedding vectors. The model achieves high precision
(0.97), recall (0.88), and Fl-score (0.92), outperforming existing models and offering efficient hate speech
detection in the vast volume of tweets.
2.5 Political Hate Speech Detection and Lexicon Building: A Study in Taiwan
Proposes a comprehensive approach for detecting hate speech in Chinese, involving the creation of developing
an artificial intelligence classifier by training it on a political hate speech lexicon, and developing both deep
learning and lexicon-based methods. The system and lexicon methodology are adaptable for detecting hate
speech in various languages, addressing the challenges of maintaining online freedom of speech while
combatting hate speech proliferation.
2.6 G-BERT: An Efficient Method for Identifying Hate Speech in Bengali Texts on Social Media
Proposing G-BERT, a novel model combining BERT and GRU, achieves high accuracy (95.56%) in detecting
hate speech in Bengali social media posts, outperforming other algorithms and demonstrating effectiveness in
mitigating online hate speech.
2.7 Pornography object detection using Viola-Jones algorithm and skin detection
Introducing an application employing the Viola-Jones algorithm along with skin detection to detect pornography
objects, achieving a test accuracy of 78.29% with optimized parameters, addressing the need for preventing
exposure, especially for children.

3. EXISTING SYSTEM

In today's technology-driven era, traditional communication methods such as SMS or phone calls are being used
less frequently and are being replaced by chat applications. Social media platforms have become an integral part
of everyday life. Among the most popular chat applications today is WhatsApp. With WhatsApp, users have
various options for communicating, including sending text messages and making phone calls. Additionally, the
app allows for sharing of photos and videos. The rise of social network platforms has led to unprecedented
levels of connectivity among individuals. As these platforms continue to evolve at an accelerated pace, even into
the era of virtual reality, our privacy becomes increasingly vulnerable to a growing number of threats. One of
these threats is the proliferation of vulgar and inappropriate content, particularly in the form of shared images,
which can have harmful or sexual content.
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There is no option available to block specific users from viewing your profile. Messages are not delivered to the
regular mobile phone inbox. There is a risk of unauthorized access to personal messages, causing problems in
personal relationships. Previously, the limit for group members was 256, but it can now be increased to 3000 by
changing a few settings. Frequent message notifications can be irritating to some individuals. Yourprofile
picture is visible to anyone who has your contact number saved on WhatsApp. WhatsApp has addictive
qualities, particularly among school children, and breaking free from addiction can be challenging. You must
share your phone number with those you wish to communicate with on WhatsApp.

4. PROPOSED SYSTEM
This Application is developed with the factors that ensures the user's privacy and helps in making secure
conversations.

4.1 Image Moderation:

Image moderation is a type of content moderation that aims to screen out images that are deemed explicit or
unsuitable for a brand's social media platform. The number of images that are assessed by the image moderation
system is considered as the measure of image moderation. The image moderation process functions by
identifying the links within messages and transmitting the content of those links to our AI moderation service
for analysis.

4.2 TensorFlow:

TensorFlow is a comprehensive open-source platform for machine learning that handles all facets of a machine
learning system. However, in this course, emphasis is placed on using a specific TensorFlow API to build and
train machine learning models. TensorFlow facilitates the creation of dataflow graphs and structures that specify
how data is processed via a multi-dimensional array called a Tensor. This permits you to design a series of
operations that can be performed on the input and output values, thereby constructing a flowchart.

4.3 TensorFlow Architecture:
Tensorflow architecture works in three parts:

e Pre-processing the data

e Build the mode

e Train and estimate the model
The term "TensorFlow" is derived from the fact that it receives input in the form of a multidimensional array,
commonly referred to as tensors. By defining a series of operations that you want to perform on this input, you
can create a flowchart, known as a Graph. The input is inserted at one end, flows through the system of multiple
operations, and emerges at the other end as output. TensorFlow has gained significant recognition as the leading
deep learning library in recent years. Users of TensorFlow can create various deep learning architectures, such
as convolutional neural networks (CNNs), recurrent neural networks (RNNs), and even simple artificial neural
networks. Academics, startups, and major corporations are among the primary users of TensorFlow. Google
incorporates TensorFlow in nearly all of its daily products, including Gmail, Google Photos, and the Google
Search Engine.
Advantages of the proposed systems are:

e Privacy among users will be ensured

e Misleading will be avoided

e Useful and harmless to use for all age people

e Nomalicious contents allowed
The working architecture of the chat application is clearly represented using diagrammatic format. For the front
end of the application flutter is used. After authentication the user is allowed to chat. The chat can be personal
and be a group chat. The user can also share their media files. The media files undergo image moderation and
after that will be sent. All the chats will be stored in the chat history.

Figure 1 : System Architecture
The ratings of sexual content showed a significant main effect of gender, with females rating compared to
males. Table provides a summary of the mean ratings by males and females.
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Existing System Proposed System

Males Mean | Females Mean | Males Mean | Females Mean

Rating of:
(SD) (SD) (SD) (SD)

Sexual content—funny | 3.53 (1.80) 2.04(2.02) 0 0
Sexual content—

275 (1.85) 1.08 (1.43) 0 0
exciting
Sexual content—

332(149) |456(166) |0 0
disturbing
Violent content—funny | 1.55 (1.66) 0.71 (1.35) 0 0
Violent content—

142(1.62) 0.60 (1.13) 0 0
exciting
Violent content—

L 421(183) 4.99(1.72) 0 0

disturbing

This application presents a table featuring a rating of zero, indicating that there will be no impact on the sexual
content generated.

As shown in Figure 2, over 2/3 of respondents had received explicit sexual content, with no major differences
between males and females in each category. Fewer respondents overall had received explicit violent content(in
Figure 3), and distribution of females across categories here was significantly different from males; over 60% of
males had received violent content, compared with just 40% of females.
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Figure 2 : Frequency of prior exposure to unsolicited sexual content by males and females
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Figure 3 : Frequency of prior exposure to unsolicited violent content by males and females

After the source code has been completed, documented as related data structures. Completed the project has to
undergo testing and validation where there is subtitle and definite attempt to get errors.
The project developer tread lightly, designing an execution test that will demonstrate that the program works
rather than uncovering errors, unfortunately errors will be present and if the project developer doesn’t find them,
the user will find out.
The project developer is always responsible for testing the individual units i.e. modules of the program. In many
cases the developer also conducts integration testing i.e. the testing step that leads to the construction of the
complete program structure.
This project has undergone the following testing procedures to ensure its correctness.

e  Unit Testing

e User Acceptance Testing

5. CONCLUSION AND FUTURE ENHANCEMENT

In this work, proposed the Chat application which provides privacy and security among users through
prohibiting sharing the harmful contents that are sexual contents. This project will improve the usage of
applications with the help of secure content sharing with safety. In this, the sexual content sharing is prohibited

Volume 24 Issue 1 March 2024 1463 ISSN: 2319-63191



International Journal of New Innovations in Engineering and Technology

with the help of above mentioned tools. This chat application will also ensure the safety and security of students
who are using this application.

In conclusion, a platform for sharing and collaboration on sensitive content with advanced permissions and
access control for users is crucial for organizations and individuals that deal with sensitive information. The
platform can provide a secure environment for users to collaborate and share sensitive content, while also
ensuring that access is limited to authorized individuals. With advanced permission settings, users can control
who can access, modify, or delete content, reducing the risk of data breaches or unauthorized access. This
platform can improve the efficiency and security of sensitive data management, while also enhancing
collaboration and communication between teams. By implementing such a platform, organizations and
individuals can protect their sensitive information and maintain confidentiality, which is critical for maintaining
trust and credibility in today's digital age.
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