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ABSTRACT - Cloud storage services have seen widespread adoption, but with it comes significant security concerns,
including management oversights and malicious attacks, leading to sensitive data leakage incidents. This project
proposes the integration of the Mimic model OwnerBot, combining cloud computing with blockchain, to ensure data
confidentiality through homomorphic encryption. By establishing a secure Cloud Service Provider (CSP) platform
and employing distributed verification systems, smart contracts, and escrow mechanisms, this model aims to enhance
cloud data security, addressing issues of confidentiality, integrity, privacy, non- repudiation, and anonymity.

Index Terms-Cloud Storage , Block chain , Homomorphic Encryption , Smart Contract, Data Integrity.
I INTRODUCTION

Generally, data is a unique set of data that is collected and translated for a particular purpose. If data isn’t
formatted in a particular way, it isn’t valuable to computers or people. Data can be found in various forms,
including bits and bytes, electronic memory, numbers, or text on a piece of paper, or information stored in a
person’s mind.In a computer’s memory, data is stored as a series of binary numbers (bits) that represent the
value 1, or 0.The information can be in the form of images, text, software, audio, video, or other types of data.
The computer data can be stored in various formats, such as files and folders, on the computer’s Data is
processed by the computer’s CPU which uses logical operations to produce output (new information) as input
data. Since the data on the computer is stored in binary format (0 or 1), it can be created, stored, and digitally
stored. This enables data to be transmitted from one machine to another using different media devices or
network connections. Moreover, data does not degrade over time or suffer from loss of quality.Cloud storage
provides a cost-efficient, scalable way to store files on an on-premises hard drive or storage network. A
computer hard drive can only hold a limited number of files. When a user runs out of storage space, they must
transfer files to external storage devices. Cloud storage allows you to store your data and files on- premise. If
your data is moved off-premise, it becomes the responsibility of a third-party cloud provider. The third-party
provider hosts, secures, manages, and maintains the servers and associated infrastructure, and ensures that you
have access to the data at all times. They use a Service Provider (SP) platform and use distributed verification
systems to improve data security and integrity, providing a strong defense against unauthorized access.

1. LITERATURE SURVEY

This article proposed to protect privacy and provide high accuracy in a reasonable amount of time when
compared to other state-of-the-art techniques. This article provides detailed information about the neural
network model developed for the application under study also show their runtime performance and model
accuracy results. This article develops the functionality of the NN network model by using the homomorphic
properties of the MORE schemes to complete the work of coding data. The proposed workflow on
homomorphic encryption and NN. In the processing stage, the trained data is encoded using a secret key that is
not shared. . Finally, it directly supports floating-point calculation with the help of the homomorphic function of
the more encrypting scheme, and all the processes achieved on the Attributes. Network is able to train directly
on the encrypted text information. This creates a model that gives an encoded prediction that merely the holder
of the secret key can decrypt. the convenience of remote data management has brought forth unprecedented
challenges. The soaring popularity of cloud services has exposed vulnerabilities, leading to sensitive data leaks
from management oversights and malicious attacks Cloud storage, remote data management, and the ever-
increasing demand for cloud services have presented unprecedented challenges. As cloud services have become
more popular, vulnerabilities have opened the floodgates, allowing for sensitive data leaks due to management
oversight and attacks.In order to combat these threats, we have developed the OwnerBot model, which
combines the power of cloud computing with the power of blockchain.
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To counteract these threats, this project introduces the Mimic model OwnerBot, fusing cloud computing with
blockchain. OwnerBot employs homomorphic encryption, establishes a secure Cloud Here the input sample is
encoded using the same key used in the training stage. MORE encryption schemes rely on symmetric keys to
encrypt plain-text data and decrypt cipher-text data. The design of BC over cloud-RDB is based on simulating
BC security components over the RDB stored and processed in cloud servers. This study is an improved
proposal of [43] to provide a client self-verification system that detects and restricts internal threats applied to
data computations in the cloud

This article has enabled manufacturing resources to be leased and shared on a global scale. However, it has
problems arising from its central structure and the need for a reliable 3rd party. Reliability, security, continuity,
scalability, data lock-in, single point failure, data manipulation are some of the main problems. Blockchain
(BC) is a decentralized and distributed technology. The data stored on the BC network cannot be altered in any
way. With these features, we believe that BC- supported cloud manufacturing systems can overcome the
aforementioned problems and eliminates the need for a reliable 3rd party. Based on this belief, in this study the
agreements and communication are realized with a decentralized application using BC- based smart contracts
(scs). The designed application is called the decentralized cloud manufacturing application (dcmapp). Dcmapp
does not operate on a fully public BC network, it has a hybrid structure and uses the Ethereum network as a
public BC network. These features make dc map different from other BC-based cloud manufacturing
applications. This article proposed a decentralized and privacy preserving public auditing scheme, which is
secure against the procrastinating third-party auditor and malicious cloud server. Our scheme utilizes two
components to generate unpredicted challenge messages. One is generated by the auditor, and the other is a
series of decentralized block hashes. Our scheme could resist against the procrastinating auditor, and a
malicious cloud server could not retrieve or guess the challenge message ahead of the audit time. Furthermore,
our scheme provides better protection of user privacy during the process of verification of the audit response
from the cloud server. In the future, cloud storage platforms may be replaced with decentralized storage
platforms, such as Inter Planetary File Systems.

IV. PROBLEM STATEMENT

A data breach is a cyber-attack in which sensitive, confidential or otherwise protected data has been
accessed and/or disclosed in an unauthorized fashion. Data breaches can occur in any size organization, from
small businesses to major corporations. They may involve personal health information (PHI), personally
identifiable information (PII), trade secrets or other confidential information. This major problem can be
addressed by employee training, but also by other measures, such as data loss prevention (DLP) technology and
improved access controls. Ransomware is a major threat to data in companies of all sizes. Ransomware is
malware that infects corporate devices and encrypts data, making it useless without the decryption key.
Attackers display a ransom message asking for payment to set release the key, but in many cases, even paying
the ransom is ineffective and the data is lost. The major challenge of cloud computing, which is security and
privacy.Cloud services are susceptible to attacks Biggest cloud security concern is data loss/leakage. Cloud
computing involves third-party providers, can lead to a huge loss of data enterprises. Erasing/misusing data
from anyone’s computer.

V. ALGORITHM

FHBE Scheme
In this subsection, we propose a FHBE scheme based on lattice as follows. Suppose that the plaintext M D=
{ml; m2; _ ;mx} € {0; 1} * Our scheme consists of the following four algorithms.

Setup
The algorithm takes security parameters as input, and system generates public key PK and master key MK. The
public key PK is very important in the HBE scheme, which is used to generate the secret key sk and cipher text.
In our scheme, the attribute is associated with the cipher text, and the access structure of the attribute is
associated with the secret key sk. If and only if the attribute of the cipher text meets the access structure of the
secret key, the user can decrypt the cipher text to recover the plaintext.

Keygen
The algorithm takes PK, MK and attribute access control policy W as input. The system generates secret key sk
for users.

Encrypt
The algorithm takes PK, user attribute ati €T and plaintext M as input and outputs ciphertext C.

Decrypt
The algorithm takes the public key, private key sk and cipher- text C as inputs. Only if access control policy W
matches the user attribute policy T, the algorithm outputs plaintext M.
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Block Cloud Algorithm
Incentive based IPFS Data Storage & Sharing
Upload IoT data to IPFS
Reward with Digital currency
Event Generation
Update Existing User
Delete file from IPFS

Block diagram

This is a Block Diagram for Ownerbot as a service for Encrypted data security in Cloud based on Blockchain in
Networing .It shows the Login/signup for the dataowner (do).It add the data user then set the data for user
account .Now we can upload and encrypt the data files. The Block Diagram shows the Flow Diagram for how
the owner login and add user then upload encrypt files. So now the data user can search and choose files to
access and Decrypt files. Easily we can understand about the working process for Ownerbot as a service for
Encrypted data security in cloud based on Blockchain in Networking.
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CONCLUSION

The project proposes a robust framework for securing cloud data through the integration of cloud computing
and blockchain technology. By leveraging homomorphic encryption and blockchain-based verification
mechanisms, the project provides a comprehensive solution for ensuring the confidentiality and integrity of data
stored in the cloud. This addresses longstanding concerns regarding data breaches and tampering incidents. The
implementation of smart contracts and distributed verification systems enables data owners to retain control and
sovereignty over their data, even when stored and processed by cloud service providers. This fosters trust and
transparency in data transactions.
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