
International Journal of New Innovations in Engineering and Technology 

Volume 24 Issue 1 March 2024  660 ISSN: 2319-6319l 

Optimizing Lookup Tables for CRC based 
Multiple Error Correction 

M.Shanmugam1 

Assistant Professor 
Department of Electronics and Communication Engineering, 

Mahendra Engineering College, Namakkal, Tamilnadu, India. 
 

J.Pavithra2, P.Priyadharshini3, V.Saran4, G.Vijayalakshmi5 

Department of Electronics and Communication Engineering, 
Mahendra Engineering College, Namakkal, Tamilnadu, India. 

 
 Abstract- Present energy-efficient error control code maximum bit error correction technique that can correct any type 
of error pattern including random errors, burst errors, and a combination of random and burst errors that count up to 
five and simultaneously avoid crosstalk. Error correction codes (ECC) are widely used to ensure data integrity and 
reliability in various digital communication systems. One common ECC technique is Cyclic Redundancy Check (CRC), 
which detects errors by appending a checksum to the data stream. To overcome this limitation, the concept of CRC-based 
multiple error correction has been introduced. CRC-based multiple error correction utilizes a lookup table, also known as a 
syndrome table, to map the syndrome generated by the CRC algorithm to the corresponding error patterns. The primary 
objective is to reduce the table's size while maintaining its effectiveness in correcting errors. 
 Initially, the CRC algorithm is used on a set of error patterns to generate syndromes. These syndromes are analyzed 
to identify any patterns or repetitions that can be exploited for compression. By identifying and compressing similar 
syndromes, the size of the lookup table can be significantly reduced. Furthermore, error patterns that lead to the same 
syndrome are consolidated to eliminate redundant entries in the lookup table. The performance of the system in terms of 
error detection and correction capabilities is evaluated and compared against traditional CRC and other existing multiple 
error correction techniques. Overall, these abstract highlights the importance of optimizing the lookup table for CRC-
based multiple error correction. The findings of this research provide insights into improving the error correction 
capabilities of CRC-based systems, thereby enhancing the reliability of digital communication systems. 

I.INTRODUCTION 
 With the shrinking feature size and increasing die size, the integration of a large number of functional blocks, 
storage elements, and intellectual property (IP) in a single chip increase. As the number of functional blocks in a 
single chip increase, the bus-based. Communication becomes inefficient in a system-on-chip (SOC). Networks-on-
chip (NOC) is a paradigm that provides a solution to the communication problem in a SOC. In NOC, the functional 
blocks communicate through routers. Routers are interconnected using interconnection wires. 
In nano-scale technology, due to scaling of supply voltage, increasing interconnect density, and faster clock rates, on-
chip interconnect wires suffer from three major problems. They are (i) delay; (ii) power consumption; and (iii) 
reliability.  
 The probability of adjacent multi-wire (burst error) errors is much higher than the probability of multiple 
random multi-wire (random) errors. Hence detection and correction of random as well as burst error is important to 
increase the reliability of the NOC interconnect. Thus to have a good performance in the design of a chip 
interconnection network, delay, power, and reliability are the three major issues to be addressed. Low-power coding 
techniques have been proposed to reduce the power consumption of the interconnection wire by reducing the 
switching activity in the interconnection wires. Crosstalk avoidance codes (CACS) are proposed to reduce the delay 
problem. To increase the reliability, error control codes such as automatic repeat request (AEQ), hybrid ARQ 
(HARQ), and forward error correction (FEC) have been proposed. Joint crosstalk avoidance and forward error 
correction schemes have been proposed to address the delay and reliability problems. These techniques avoid crosstalk 
and correct any error patterns of up to three errors only. In the correct up to 4-bit errors without using crosstalk 
avoidance code. In this paper, to address the delay and reliability problem of the NOC interconnect link, we propose 
combined random and burst error correction code with crosstalk avoidance. The proposed code power dissipation 
has become a critical design criterion in most system designs, especially in portable battery-driven applications such 
as mobile phones, pads, laptops, etc. 

Therefore, various techniques have been proposed in the literature, which encode the data before 
transmission on the off-chip buses to reduce the average and peak number of transitions. Since the instruction 
addresses are mostly sequential, gray coding was proposed to minimize the transitions on the instruction address bus. 
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The gray code ensures that when the data is sequential, there is only one transition between two consecutive 
data words. However, this coding scheme may not work for data address buses because the data addresses are 
typically not sequential. An encoding scheme called t0 coding was proposed for the instruction address bus. This 
coding uses an extra bit line, an increment bit-line along with the address bus, which is set when the addresses on the 
bus are sequential, in which case the data on the address bus is not altered. When the addresses are not sequential, 
the actual address is put on the address bus. Bus-invert (bi) coding is proposed for reducing the number of 
transitions on a bus. 

In this scheme, before the data is put on the bus, the number of transitions that might occur with respect to the 
previously transmitted data is computed. If the transition count is more than half the bus width, the data is inverted 
and put on the bus. An extra bit line is used to signal the inversion on the bus. Described a generic encoder-decoder 
architecture, which can be customized to obtain an entire class of coding schemes for reducing transitions. The same 
authors proposed ICC-XOR coding, which reduces the transitions on the instruction address bus better than any other 
existing technique. An adaptive encoding method is also proposed. But with huge hardware overhead. This scheme 
uses a RAM to keep track of the input data probabilities, which are used to code the data. Another adaptive encoding 
scheme is proposed which does encoding based on the analysis of previous n data samples. This again has a huge 
computational overhead. Propose a working zone encoding (WZE) technique, which works on the principle of 
locality. Although this technique gives good results for data address buses, there is a huge delay and hardware 
overhead involved in encoding and decoding. 

Moreover, this technique requires extra bit lines leading to redundancy in space the existing methods give 
significant improvement on instruction address buses, but none of the encoding methods gives any significant 
improvement on the data and multiplexed address buses consistently without redundancy in space or time. This is 
because most of the proposed techniques are based on the heuristic that the addresses on the bus are sequential most 
of the time. On data address buses, the addresses are not sequential, and hence the existing techniques fail to reduce 
transition activity.  

In this system, the design of high-speed and energy-efficient transceivers for global interconnects of 
network-on-chips (NOCS) has become an active field of research over the last decade. The throughput and the 
performance of multiprocessor systems on chips (MPSOCS) are dependent on the speed of data communication 
across the global interconnects. The progress of fabrication technology has decreased the device dimensions and 
hence increased the speed of the processors in the MPSOCS. 

The shrinkage of the device size has also led to the integration of more processors on the same die. 
However, the inclusion of multiple processors has made the die size larger, and as a result, the length of the global 
interconnects connecting them is becoming longer. The long global interconnects not only take the significant area of 
the higher metal layers. These parasitic affect the speed of data links and cause significant power loss, particularly for 
high-speed data Communication. 

Several techniques have been proposed in order to tackle these problems of speed and power for high-speed 
data transmission across long unrepeated interconnects.For transmitting n-streams of high-speed data using 
differential signaling, the total number of signal lines required is 2n. The number increases to 3n if shielding ground 
lines are introduced in between two differential pairs to reduce the crosstalk, so the corresponding wire efficiency is 
33%. Various schemes have been adopted for increasing the wire efficiency for on-chip signaling. For example, an 
optimum twist technique reduces the crosstalk and hence eliminates the need to shield the differential lines, and 
thereby, the wiring efficiency becomes 50%. To further improve the efficiency to 100%, has used single-ended 
communication. It has proposed a receiver to eliminate the far-end crosstalk caused by adjacent interconnects. 

An NOC architecture has been proposed, where serves has been used to decrease the interconnect area. 
However, serialization increases the bandwidth requirement of the link keeping the wire efficiency unchanged. A 
coded differential signaling scheme has been proposed for off-chip communication to increase the wire efficiency. In 
this technique, the signal wires carry multiple levels in contrast to two levels in non-return-to-zero differential 
signaling. These techniques are immune to common mode noise like conventional differential signaling and also 
reduce the simultaneous switching noises of the nearby interconnects. Such techniques can be adapted to increase 
the wiring efficiency in on-chip links. However, these architectures use resistive termination followed by a voltage 
mode receiver to retrieve the signals. 

This system is proposed for combined crosstalk avoidance and error correction code and has focused only on 
correcting errors of a maximum of three bits. The works proposed use a dap coding scheme and correct only one, two, 
or three-bit errors with crosstalk avoidance. However, the work proposed in this paper corrects any error pattern up 
to five including a combination of random and burst errors and simultaneously avoiding crosstalk between 
interconnect wires. This is the first error correction code proposed with crosstalk avoidance to correct any error 
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pattern of up to five for on-chip interconnect links. The  proposed error control code is named a multi-bit random and 
burst error correction code with crosstalk avoidance.  
II.AIM OF THE PROJECT 

 
• Transferring data between two points is essential, also the accuracy of the transferred data is vital for some critical 

applications, but an error during the transmission of data is very common. 
• The Cyclic Redundancy Check (CRC) method is generally used for error detection and correction. In this system, 

we have proposed a new technique for error detection and correction in the case of CRC-16, which is hardware-
optimized and works at relatively higher frequency and speed. 

• In the proposed method, it is possible to detect the exact place of single bit errors and correct them using minimum 
hardware. 

• This method involves no look tables and hence is memory efficient codes that correct errors are essential to modern 
civilization and are used in devices from modems to planetary satellites. 

• The theory is mature, difficult, and mathematically oriented, with tens of thousands of scholarly papers and books, 
but this project will describe only a simple and elegant code, discovered in 1949. 

 
III.LITERATURE REVIEW 

 
3.1 CRC-Based Correction of Multiple Errors Using an Optimized Lookup Table, VIVIENBOUSSARD, 
STEPHENECOULOMBE, FRANCISXAVIERCOUDOUX, PATRICK CORLAY,2022. 
ABSTRACT 

In this paper, propose an optimized table-based method for performing multiple error correction based on 
the CRC syndrome. The approach offers a low-complexity alternative to the state-of-the-art error correction method as 
it generates a table that contains precomputed operations required to perform error pattern searches, avoiding most to 
all arithmetic operations. Thanks to offline table generation, the proposed approach achieves the same error 
correction performance as state-of-the-art approaches while providing computational savings and thus improving 
processing speeds. Since this greatly increases the number of candidates in the output error pattern list, present a 
validation step,  that increases the correction rate for lists containing many candidates. Other validation steps could 
be used such as those based on bit error probability. Future work will look at integrating the proposed CRC-based 
error correction solution into a complete cross-layer receiver architecture to benefit from other validation 
mechanisms available in the protocol stack. The objective is to further reduce the list size or to be able to determine 
the best candidate out of several to reconstruct the best signal quality at the receiver side (e.g., visual quality, in the 
case of video content transmission). 

 
METHODOLOGY 
In this paper, propose a new approach to perform multiple error corrections in wireless communications over error-
prone networks. It is based on the cyclic redundancy check syndrome, using an optimized lookup table that avoids 
performing. 

This method can achieve the same correction performance as the state-of-the-art approaches while 
significantly reducing the computational complexity. The table is designed to allow multiple-bit error correction 
simply by navigating within it. Its size is constant when considering more than two errors, which represents a 
tremendous advantage over earlier lookup table-based approaches. Simulation results of a C implementation 
performed on a Raspberry Pi 4 show that the proposed method can process single and double error corrections of large 
payloads in 100 ns and 642µs, respectively. At the same time, it would take 300µs and 1.5 s, respectively, with the 
state-of-the-art CRC multiple error correction technique. 
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Fig 3.1.1 Flowchart representation of the steps to generate table T containing single error position and the next 
element to handle double error corrections 
CONCLUSION 

This represents a speedup of nearly 3000× for single error and 2300× for double error correction, 
respectively. Compared to table-based approaches, the proposed method offers a speedup of nearly 1200× for single 
error and 2300× for double error correction under the same conditions. also show that when multiple candidate error 
patterns are present, numerous errors can be corrected by adding a checksum cross-validation step. 
                     IV.PROPOSED METHOD 

 
The proposed maximum bit error correction technique encoder uses SEC–DED extended cyclic redundancy 

check code (39,32) to encode the initial message bits. The triplication error correction scheme is one of the standard 
error correction schemes used in communication systems to correct errors. We propose a triplication error correction 
scheme to correct the errors in the on-chip interconnection link. Using a triplication error correction scheme, each of 
the encoded message bits is triplicated. Thus if the initial SEC– DED extended cyclic redundancy check code is (n,l), 
where n is the encoded message and l is the original message, then the final number of bits in the triplication message 
is 3n. 

The triplication of the message bit is used to correct the errors and simultaneously avoids crosstalk. The 
triplication of the encoded message increases the minimum cyclic redundancy check distance to 12. Based on 
information coding theory, the minimum cyclic redundancy check distance of k can correct bit 1þ=2c errors. Therefore, 
the maximum bit error correction technique code can correct up to five errors. The block diagram of the proposed 
maximum bit error correction technique encoder is shown in Fig And the flow diagram is shown in Fig. The general 
algorithm generates a single-error correcting (SEC) code for any number of bits. 

Modalism is a verification and simulation tool for VHDL, Verilog, system Verilog, and mixed language 
designs. This lesson provides a brief conceptual overview of the modalism simulation environment. Modalism uses 
libraries in two ways: 1) as a local working library that contains the compiled version of your design; and 2) as a 
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resource library. Modalism offers numerous tools for debugging and analyzing your design. Several of these tools are 
covered in subsequent lessons, including using projects, working with multiple libraries, setting breakpoints and 
stepping through the source code, viewing waveforms and measuring time, viewing and initializing memories, 
creating stimulus with the waveform editor, and automating simulation. The Modalism library format is compatible 
across all supported platforms. 

Triplication error correction is a scheme used to optimize the look-up table for CRC-based multiple error 
correction. In this scheme, three replicas of the look-up table are stored, and error correction is performed using a voting 
mechanism. In CRC-based multiple error correction, a look-up table is used to determine the correct bits in the 
received message. This table stores precomputed syndrome values (check values) for all possible error patterns. 
Each syndrome value corresponds to a specific error pattern, and by comparing the received syndrome value with 
the precomputed values, the errors can be identified and corrected. Optimizing the look-up table is crucial for 
efficient error correction. One way to achieve this is by using a triplication error correction scheme. In this scheme, 
three replicas of the look-up table are stored, known as replica A, replica B, and replica C. During the error 
correction process, each replica of the look-up table is accessed independently. The received syndrome value is 
compared with the values stored in each replica. If two replicas agree on a particular syndrome value, it is considered 
the correct value. However, if there is a disagreement among the replicas, a voting mechanism is used to determine the 
correct syndrome value. 

 
In the world of data transmission and storage, error correction is a crucial aspect to ensure the accuracy and 

integrity of the transmitted or stored information. One widely used error correction scheme is the triplication error 
correction scheme. The triplication error correction scheme, as the name suggests, involves duplicating the original 
data three times. This redundancy allows for the detection and correction of errors that may have occurred during 
transmission or storage. Let's take a closer look at how this scheme works. In the triplication scheme, the original 
data is divided into three identical copies, each of which is transmitted or stored independently. These copies are 
typically referred to as Triplicate A, Triplicate B, and Triplicate C. During transmission, the three copies are sent 
separately to their respective destinations. This helps mitigate the impact of errors that may occur during the 
transmission process. If one of the triplicates gets corrupted, the other two can be used to detect and correct the 
error. 

 
Fig 4.2.1 Proposed maximum bit error correction technique decoder 
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V.CONCLUSION 
 

 The proposed maximum bit error correction technique encoder uses SEC-DED extended cyclic redundancy 
check code (39,32) to encode the initial message bits. The triplication error correction scheme is one of the standard 
error correction schemes used in communication systems to correct errors. Propose a triplication error correction 
scheme to correct the errors in the on-chip inter-connection link. Using a triplication error correction scheme, each 
of the encoded message bits is triplicated. Thus if the initial SEC_DED extended cyclic redundancy check code is 
(N, l), where n is the encoded message and l is the original message, then the final number of bits in the triplication 
message is 3n. The triplication of the message bit is used to correct the errors and simultaneously avoids crosstalk. 
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