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Abstract- As Internet availability is becoming increasingly ubiquitous and data sharing has become more pervasive, the
security and authenticity of data transmitted has become more important. In scenarios like pay-per-view television,
distance learning etc. where a subset of audience needs to be reached, broadcast encryption is used. Different algorithms
have been added to the broadcast encryption to enhance the security of the data during transmission. Most of these
algorithms have high computational cost and communication complexities making them impractical to use on mobile
devices. This paper proposes an enhanced security in broadcast encryption based on elliptic curve cryptography. The
smallness of the keys and low computational costs of the elliptic curve cryptography makes it ideal for use on mobile
devices.
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1. INTRODUCTION

The advances in technology have enabled the provision of services to Users on social media, Internet, television etc.
wherever they are and anytime they want it. Most often than not, these services maybe free or paid. In the later, only
persons that have subscribed/paid can access these services. How can a service provider who is transmitting the
content of its service be able to reach only the paid-up customers? The need for targeted accessibility to content of
services brought to the fore broadcast encryption. The idea of broadcast encryption was proposed by [1]. Since this
innovative idea came to light, there have been a lot of applications and modifications to it [2], [3], [4], [5], [6], [7],
[8], [9], [10], [11], [12]. These modifications to a large extent is to make broadcast encryption suitable for particular
purpose(s).

A cryptographic scheme such as broadcast encryption enables encryption of some content such that it is
only the selected set of targeted Users who can decrypt the content. Hence, broadcast encryption scheme provides
confidentiality of broadcast messages such that only the privileged User(s) can decrypt the encrypted message
received.

There are basically two types of broadcast encryption scheme — static or dynamic. In static broadcast
encryption schemes, Users are fixed — no one joins or leaves when the protocol begins. Whereas in dynamic
broadcast schemes, Users can leave or join the protocol after it has begun. Even though, there are changes in
parameters in the dynamic encryption it is more flexible hence appropriate in practical applications.

Computers have become ubiquitous or pervasive as it has moved beyond personal computers to devices
that are used daily. These devices have technology and connectivity embedded in them in such a way that makes the
connectivity unobtrusive and always available. These features make them easier for use on social media
applications. The main limitations of a mobile device are computational ability and battery life. These two are
interlinked — the more computation undertaken, the more battery power is needed. These limitations bring to the fore
the usefulness of elliptic curve cryptography (ECC) in mobile devices. As a result of the low-memory and low-
computing environment in mobile and wireless devices, ECC finds its applicability.

This paper proposes the application of ECC in broadcast encryption scheme for use in mobile devices. As
mobile devices have low memory and low computational capacity, the use of ECC enhances the security features of
the protocols and at the same time lower the computational intensity.

The rest of the paper is partitioned as following: the introduction takes a brief look at broadcast encryption
and elliptic curve cryptography; the related works in this area of research is reviewed; the next sections consist the
proposed protocol, the security of the protocol. The paper is concluded in the next section.

II. RELATED WORKS
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[13] proposed an enhanced authentication model, suitable for low-power mobile devices using extended password
key exchange protocols and elliptic-curve-cryptosystem based trust delegation mechanism which is effective against
denial-of-service attacks. [14] used ECC to secure communication between base stations and nodes hence denying
eavesdroppers any information.

The use of multi-curve elliptic curve cryptography (MECC) to increase security in Smart cards has been
proposed by [15]. In pervasive computing environment, elliptic curve cryptography (ECC) has been found to be
suitable as a result of the limited bandwidth, battery power, less computational resources and less memory of these
devices [16]. [17] proposed the implementation of ECC over the finite field GF(p) for transmitting audio files over
3G networks.

III. TOPOLOGY OF BROADCAST ENCRYPTION

Broadcast encryption scheme is needed when sending exactly the same message to a group of Users simultaneously.
This is a necessity in some applications like distance learning, television (pay-per-view, etc.), grid computing etc.
where only a selected number of persons (Users) are the targeted audience at a particular period. For example, in the
University settings — there maybe students, lecturers and other auxiliary staff — where management wants to send
messages to these different categories of University staff, broadcast encryption can be used.

In broadcast encryption, there is the universal set of Users, U; legitimate members (members in good

standing), G and revoked members, R. Hence, for n Users U = {u;}', and also, U =G U R. A broadcast
encryption scheme consists of four polynomial time algorithms (Setup, Registration, Encryption, Decryption).
Setup — the setup takes as an input a security parameter @ and outputs a public key P, and a secret key Sy.
Registration — a secret private key is generated for each member. The input is the User’s ID and outputs a private
key S;,,- Encryption — during encryption, there should be a set of legitimate Users G and a public key P,. The
output is a pair (Hg,, Gy ); where G, is an encryption key chosen from a finite key space k and H,, is a set of
information which is used to retrieve the key G, by members. In order to send a message M, it is encrypted with a
key Gy. Thus € = Encg, (M). The message (Hy,, C); are broadcast, where H,,. is the broadcast header and C is the
broadcast body. Decryption — to decrypt C, the User(s) G (the set of legitimate Users) use the key G, from Hy, to
decrypt C. Thus M = Decg, (C).

3.1 Basic Requirements

The basic requirements needed for a broadcast encryption include; dependability, statelessness, correctness,
exclusiveness, collusion resistance and efficiency. Dependability: Without the knowledge of
a = {GI-, E ke, (Sk)}a . from the Server, no User should be able to infer the current session key, s,. Statelessness:
The current session key s, should not be derived only from the current rekey message and private/public storage.
Hence, it must be independent of past rekey message, a. Correctness: Any allowed User(s) from G should be able
to get from rekey message a exactly the same session key s, that was chosen by the Server. Exclusiveness: Non-
registered or revoked members should not be able to infer current session key s,. from broadcast rekey message, «.
Collusion Resistance: Users who have been revoked must not be able to infer current session key s, when they
cooperate. Efficiency: There should be communication, storage and computational efficiency.

As a result of possible malicious attacks on the broadcast encryption protocol, there should be
authentication of messages. Traditionally, authentication can be achieved when the sender uses a digital algorithm to
sign the message. Some broadcast encryption schemes authenticate their messages by signing [18], [19], [20], and
[21]. In this paper, in order to reduce computational costs, digital signature algorithms will not be used for
authentication of messages. Elliptic curve Diffie-Hellman protocol will be used to establish secure communication
channel between the Server and User(s).

IV. ELLIPTIC CURVE
In 1985, Neal Koblitz and Victor Miller independently proposed ECC based on the elliptic curve [22] and [23]. An
Elliptic Curve E = {(x,v)| y?> = x® + ax + b} is defined over a finite field Fp, where P is a large prime;
a,b € E,; aandb satisfy 4a® + 27b? + 0. The Server publishes O, G, ¢, a, b. where; Q, P — the chosen field (mod
p);also, Pand Q € E(Z /Zp); G — the generator point; ¢ — order of G (the size of the subgroups).
The possible number of points on an elliptic curve is the anchor of its security. The number of points on the
elliptic curve can be computed using the Hasse’s theorem [20]. By the Hasse’s theorem, the number of points on an
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elliptic curve E over the finite field Fp satisfies the inequality |E — (P + 1)| < 2+/P. Hence, the number of points on
the elliptic curve E is in the range (P + 1) —2VP < E < (P + 1) + 2+/P. If the elliptic curve is defined over any
finite field Fyp, where Q = P*, Hasse’s theorem becomes |E — (@ + 1)| = 2.\/5. Hence, the number of points on that
elliptic curve is given by (Pt + 1) — 2VPt < E = (Pt + 1) + 2+/PL.

Table 1: Prime number and the number of points on the elliptic curve

Prime Number (P) | Minimum Number | Maximum

of Points Number of Points
809 753 866
3067 753 866
3917 3792 4034
4993 4852 5135
5077 4936 5220
5987 5833 6142
11587 11372 11803
25253 24936 25571
79999 79434 80565
89989 89390 90589
119993 119301 120686

From Table 1 it can be observed that with moderately large prime number, a lot of points on the elliptic curve can be
generated. This is a security feature of the elliptic curve that makes it very appropriate for this protocol.
The advantage of the Elliptic curve over other protocols is that, it has shorter encryption key hence, uses
small memory and CPU resources. The strength of the elliptic curve is that, it is impossible to compute K such that,
O = KP. Another strength of the ECC lies in the random number. The random numbers () should be
generated such that the secret number d should be secured. Assuming there is an elliptic curve with points P and

SgP 5P S, P S3P
QO having an initial point S,. The random numbers can be; S, < S, = S, = 53 =, Multiplying each
51,855,583, . . by QO gives 5:Q, 5,0Q, 53Q,. ... Let r, = 5:Q, r, = 5,Q, r3 = 53Q,. . . However, if the secret

number d is known by the adversary the random numbers can be acquired by computing
S:P = S,(dQ) = d(5,Q) = dry.On the other hand, the random number can also be generated from true random
number generator (TRNG). On a mobile device, an entropy for generating TRNG can be the accelerometer,
compass or the touch patterns on the keypad by the User.

The use of the Internet and mobile devices are on the rise, data transfer with less computational cost
and more security is becoming the foremost priority of cryptographers hence, the use of ECC is on the rise. The
small keys and security of the algorithm in the ECC makes it suitable for use in devices with small
computational power e.g., mobile devices.

ECC has become the encryption standard for devices that have limited bandwidth, battery power, less
computational resources and less memory. As compared to other PKC, ECC has achieved this remarkable status as it
offers comparably high security with smaller key sizes, faster computation, lower power consumption, as well as
memory and bandwidth savings.

V. ELLIPTIC CURVE DIFFIE-HELLMAN KEY EXCHANGE (ECDH)

In order to create a secure communication channel between two parties, elliptic curve Diffie-Hellman key
exchange protocol can used. Assume there is an agreed upon elliptic curve, £ and a base point p by the parties
(Alice and Bob). Alice chooses a secret large random number, Ax; Bob also chooses a secret large random
number, Bg. Alice computes pAg and sends to Bob. Bob also computes pBy and sends to Alice. Both Alice and
Bob compute the secret key pAg-pBr and pBg - pAg respectively. It can be observed that, pAg -pBg =
pBg - pAg. This the symmetric key generated by Alice and Bob for communication.

5.1 Proposed Protocol
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The Server has publicly known elliptic curve. In order to form the private and public keys for the protocol, the
Server and User(s) execute the elliptic curve Diffie-Hellman key exchange protocol as follows:
Step 1: Choice of Private Key. The Server chooses a random number S (a large prime) such that, 1
= f =t —1and computes B = f3G.
Step 2: The Server sends B to the User(s).
Step 3: Computation of Private key(s).
Each User chooses a random number «; (a large prime) suchthat 1 < @; <t—landi=1,... ,n.
Step 4: Computation of Public key(s)
Each User computes and sends U; = a;G to the Server.
The Server chooses a point S, = (X, ¥;) on the curve and sends to each User.
Each User chooses a point U, = (X Uy YU,_) on the curve and sends to the Server.

Both the Server and each User computes the public key, G a;.

The private and public key pairs of the Server and User(s) are (8, BGa;) and («a;, G a;) respectively. The
Server has an identity, ID¢,,.,.,- and a collision resistant one-way hash function. The Server also hashes its IDgepper
to obtain H (IDgeryer). Each User chooses an identity, 1D; computes Useryp. = [U;||{ID;}*/] and sends to the Server

using the public key from the ECDH protocol. The Server computes the hash of User;p , encrypts it with the public

keys of the User(s) from the symmetric key encryption algorithm and ECDH protocol and sends to the User(s).

Hence, Server sends Eyse, b{Egaa,-{Usei‘m,-||H (Usersp,)||H(IDserper)} } to the User(s). A User is therefore
pu

recognized by the Server with H(Useryp, ).

5.2 Encryption

To broadcast a message, the Server uses the public key from the ECDH protocol to encrypt the message, M. The
Server further uses the public key of the User(s’) symmetric key to encrypt the encrypted message to obtain
Enc”“’”iwb {EnC'BGa!_ (M [|HU D_gewer))}. The Server broadcasts the encrypted messages concatenated with the hash

of its ID. The Server broadcasts [H (IDserper)| Encuser, {Encgeq, (M| |H(ID59WW))}].

5.3 Decryption
The User(s) receive [H(IDSEWWN |Encyser, b{EnCBGa,- (M||H(ID59WW))}] from the Server. The User(s) first use
pu

the private key of the symmetric encryption to decrypt the message received. The User(s) further uses his/her private
key of the ECDH protocol to decrypt the rest of the message. The User(s) do the following decryption

Decyser, [Encmer!_wb{EncﬁgGai(M||H(ID59TW},))}] — Encgoa, (M||H(IDserver)). The User(s) decrypt the

message further Decy, [Encpee, (M||H(IDgerper))| = M||IDserper. The retrieval of M ||IDepyer helps the User(s) to
know the message being broadcast and confirm it is coming from the Server.

5.4 User(s)
User(s) cannot directly send message to each other. When a legitimate User,, wants to send message to the other

User(s), the message should be sent to the Server first. The Server then broadcasts the message to other User(s). In
order to send message to the Server to broadcast, the User, encrypts the message using the public key of the

symmetric keypair of the Server. The User, concatenates the encrypted message and the hash his/her ID and
encrypts with the private key from the ECDH protocol. The User, sends to the Server,

EncCserverpyy {Encawc (M| |Userip, ||1H (Usermp))}. The  Server  decrypts the  message  received

EncCserverpyy {Enﬁ'ap 56 (M ||Usersp, ||H (Use rmp))} using the private key of the symmetric encryption. The Server

further uses the private key of the ECDH protocol to decrypt the rest of the file received. That is the Server does the
following;
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DeCServerpn-DeCServerpn- [EnCServerpub {Encapgc (M| | Usermp | |H (Usermp))}] -
Encg . (M| |Userpp, ||H (Usermp))
The Server does further decryption Decg [E”Capgc; (M| |Usermp||H (Usermp))] - M||Usermp||H (Usermp).

The retrieval of M||User;p,||H (Usermp) enables the Server know the message to broadcast, the identity of the
User that sent it and the hash of the User’s ID. The Server hashes the Useryp received and compares with the

H (Usermp) in its possession. If they are the same, the Server knows the message has not been tempered with and

the identity of the User (a legitimate User) who sent it. The Server can then broadcast the message received from the
User(s).

VI. SECURITY

In order to achieve high security and low computational cost, the elliptic curve cryptography was used. The elliptic
curve used should be secure hence, it is ensured that the elliptic curve is neither supersingular nor anomalous curve
as these types of elliptic curves are susceptible to MOV and other known attacks. Elliptic curve cryptography uses
shorter encryption keys hence, needs less CPU memory.

Users do not broadcast messages directly but routes them through the Server to broadcast. This is to
prevent honest but curious attacks from malicious Users. A malicious User can pose as the Server to tricking other
Users into disclosing their private keys. When there are revoked members, r, the Server and the non-revoked
User(s) need not undertake the ECDH protocol again. This also reduces the computational cost of this protocol.
Only the Server re-computes and shares a new public key with the (n —r) User(s). Hence, reducing the
computational cost making it appropriate to operate on mobile devices.

The inclusion of H(IDgpper) in the message [H(IDSEWWN|Encyser!_pub{EncBgai(M||H(IDgewer))}]

broadcast by the Server is a security check. Even though it is not possible, but when User(s) receive message that
does not have the H(IDg.pper) it indicates it is not coming from the Server hence, the message can be discarded.

A User is therefore recognized by the Server by H (Userm,_). Also, the inclusion of Userp,, ||H (Usermp) in the
message Encserver,,, {Enﬁ'ap 56 (M | |Use;rmp ||H (Usermp))} sent by a User to the Server helps the Server know

the User that sent it. After decryption, the Server can check if the H (Usermp) included in the message is the same
as what it computed at the beginning of the protocol. The Server processes the message if H (Usermp) received is

the same as H (Usermp) computed but it is discarded if they are not.

This is to help the Server identify the User who sent the message. This also prevents persons who are not
part of the protocol (malicious persons or revoked members) from taking part. It also prevents impersonation
attacks. The hash of the User ID, H (Userm,_) serves as a security token that the Server uses to identify a User. This
helps the Server to prevent impersonation attacks (both from adversaries and revoked members).

6.1 Revoked Members

When members in a broadcast scheme are no longer part of the scheme, they are removed. Hence, the revoked
members (7) can no longer take part in the protocol. When some of the members are revoked, the Server broadcasts
information to only the i* = (n —r) Users. The revoked members cannot take part in any of the protocols as they
do not have the necessary information to enable them to.

6.2 Impersonation Attack
An adversary cannot take part in this protocol. Also, a semi-honest User cannot compromise any member of the
protocol. For a User to broadcast a message, M, the message should first be sent to the Server. In order to send

message to the Server, the User, p, must send Encserveryy, {Encawa (M| \Userip, ||H (Usermp))} to the Server.

On receiving the message, the Server will know the ID is from a revoked member and the message will be
discarded. If the adversary guesses the Server’s public key or uses an old public key, the Server cannot decrypt the
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information received. The inability of the Server to decrypt the information received implies the message cannot be
extracted for broadcast. When an adversary intercepts the message

Encyser, ) {Enﬁ'gaa,- (M [User;p, || H{ DSEWW))} the adversary will not be able to know the message M being sent.
pu

To decrypt Encgseriuuh {EncBqu (M| |Userpp, | |H(ID53rpgr))} and know the message, the adversary should know the

private key User; of the symmetric encryption of the User and the private key of the User from the ECDH

protocol. The adversary will not know the private keys of the User(s) from of the symmetric encryption; the
User; and q; from the ECDH protocol. The lack of knowledge of this information will prevent the adversary

from knowing M. Hence, impersonation attacks is not possible in this protocol.

VII. CONCLUSION

As opposed to desktop computers and other non-movable devices, the acquisition and use of mobile devices is
increasing. Mobile devices like smartphones have Internet and other features hence making it more appealing for
use. This has necessitated the need for light weight protocols that can be used on them. This paper has proposed a
broadcast encryption scheme based on the elliptic curve cryptography. As mobile devices have low memory and low
computational capability, the use of elliptic curve cryptography is very appropriate. Hence, the protocol in this paper
will be appropriate for use on mobile devices.
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