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Cloud computing technology provides scalable and flexible technical infrastructure capabilities as an on- demand
service (Singh and Kumar, 2014). The users can access cloud computing resources from any place, anywhere and at
any time via any mobile computing devices such as laptops, mobiles, tablets or smart phones. In cloud computing
technology, machines with large data centers can be dynamically provisioned, configured, controlled and
reconfigured to deliver services in a scalable manner. Cloud computing allows to efficiently manage upgrades and
maintenance, backups, disaster recovery and failover functions. According to Vaquero et al., cloud guarantees are
offered by the infrastructure provider by means of customized Service Level agreements (SLA). Cloud computing
solves the potential problems of education, climate change, economics and terrorism. In this paper a study is carried
out to identify the quality parameters for virtualization in cloud computing.
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I. INTRODUCTION

Cloud computing reduces the investment on purchasing the hardware, software and software licenses by
providing services on rental basis (Pocatilu et al, 2010). It reduces the licensing cost and provides backups to
keep multiple copies of data. Cloud computing technology provides scalable and flexible technical infrastructure
capabilities as an on- demand service (Singh and Kumar, 2014). The users can access cloud computing
resources from any place, anywhere and at anytime via any mobile computing devices such as laptops, mobiles,
tablets or smart phones. In cloud computing technology, machines with large data centers can be dynamically
provisioned, configured, controlled and reconfigured to deliver services in a scalable manner (Zissis and
Lekkas, 2012). Cloud computing allows to efficiently manage upgrades and maintenance, backups, disaster
recovery and failover functions (Zaharescu, and . Zaharescu, 2012) . According to Vaquero et al. (Vaquero et
al., 2008), cloud guarantees are offered by the infrastructure provider by means of customised Service Level
agreements (SLA). Cloud computing solves the potential problems of education, climate change, economics and
terrorism (Kop and Carroll, 2011).

Cloud Computing Deployment Type-
Cloud computing has various deployment models that are accepted by cloud users today (Mell and Grance,
2009). Cloud computing can be classified as public, private, community or hybrid models as shown in figure 1.

Public cloud- Public cloud are available under pay-as you-go way consumption model to the general public. The
cloud resources are hosted in the premises of the cloud service provider.

Puiblic Cland

Privare Claud

Hybrid Cloud

Figure 1. Cloud Computing Deployment Type
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Private cloud- Private cloud are configured, operated and managed for internal use of any organizations that is
not available for general public (Mell and Grance, 2009). Private cloud allows users to interact with local data
center while experiencing the cloud interface and advantages of public cloud.

Community Cloud- Community clouds are shared by several organizations and support a specific community
that has shared resources or concerns . These clouds are managed by third party or may exist on premise on or
off premise.

Hybrid cloud- Hybrid clouds are made by combining public cloud and private cloud together with standardized
technology that enables data and application portability (Mell and Grance, 2009). Hybrid model is adopted by
most of the organization.

Cloud Computing Deployment Type-

There are various layers of services in cloud computing so first I discuss about the services used in cloud
computing then I will find the quality parameter for each service.

Software as a service (Saas) - The Software as a service (Saas) reside on the top of the service models that can
be accessed by end users. The users are increasingly shifting from locally installed computer applications to
online software services. The use of Saas service model eliminates the burden of software maintenance on local
system (Hayes, 2008).

Sofrware asa Service (SaaS)

Infrastructure asa Service (laas)

Darabase asaService (Daa$)

Figure 2. Cloud Computing Service Type
Platform as a service (Paas) -The second abstraction layer, platform as a service (Paas) is the programmable
layer of service model used by programmers to develop and deploy codes in the clouds. Developers do not need
to know the hardware configuration running in the cloud. The developers can access and program in various
types of development environment. Paas platform provides various types of specialized services for data access
and authentication (Buyya et al. 2010).

Infrastructure as a service (laas) -The Infrastructure as a service (laas) is a third layer of service model manages
physical resources in the cloud. It manages the virtual machines and other virtualized resources running in the
cloud computing environment on demand (Sotomayor,et al., 2009) . The infrastructure as a service runs
different types of operating system with customized stack of softwares (Nurmi at al., 2009). This layer provides
on- demand provisioning of server running to satisfy varied user requirements.

Database as a Service- In this type of service of cloud computing, the database is available as service to the user
of particular cloud.

[I.USE OF VIRTUALIZATION

With the increase in applications of virtualization concepts across a wide range of areas in computer science, the
girth of the definition has been increasing even more. However, just for the discussions in this paper (Chiueh et
al., 2005), we use the following relaxed definition:” Virtualization is a technology that combines or divides
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computing resources to present one or many operating environments using methodologies like hardware and
software partitioning or aggregation, partial or complete machine simulation, emulation, time-sharing, and many
others”. Although virtualization can, in general, mean both partitioning as well as aggregation, for the purposes
of this paper, we shall concentrate on only partitioning problems (as these are much more prevalent). A
virtualization layer, thus, provides infrastructural support using the lower-level resources to create multiple
virtual machines that are independent of and isolated from each other. Sometimes, such a virtualization layer is
also called Virtual Machine Monitor(VMM).Virtualization can, in general, mean both partitioning as well as
aggregation, for the purposes of this paper, we shall concentrate on only partitioning problems (as these are
much more prevalent). A virtualization layer, thus, provides infrastructural support using the lower-level
resources to create multiple virtual machines that are independent of and isolated from each other. Sometimes,
such a virtualization layer is also called Virtual Machine Monitor(VMM). Although traditionally VMM is used
to mean a virtualization layer right on top of the hardware and below the operating system, we might use it to
represent a generic layer in many cases. There can be in numerous reasons how virtualization can be useful in
practical scenarios, a few of which are the following:

o Server Consolidation: To consolidate workloads of multiple under-utilized machines to fewer machines to
save on hardware, management, and administration of the infrastructure

e Application consolidation: A legacy application might require newer hardware and/or operating systems.
Fulfilment of the need of such legacy applications could be served well by virtualizing the newer hardware and
providing its access to others.

e Sandboxing: Virtual machines are useful to provide secure, isolated environments (sandboxes) for running
foreign or less-trusted applications. Virtualization technology can, thus, help build secure computing platforms.

e Multiple execution environments: Virtualization can be used to create multiple execution environments (in all
possible ways) and can increase the QoS by guaranteeing specified amount of resources.

e Virtual hardware: It can provide the hardware one never had, e.g. Virtual SCSI drives, Virtual
o cthernet adapters, virtual ethernet switches and hubs, and so on.

e Multiple simultaneous OS: It can provide the facility of having multiple simultaneous operating systems that
can run many different kind of applications.

e Debugging: It can help debug complicated software such as an operating system or a device driver by letting
the user execute them on an emulated PC with full software controls.

o Software Migration: Eases the migration of software and thus helps mobility.
e Appliances: Lets one package an application with the related operating environment as an appliance.

e Testing/QA: Helps produce arbitrary test scenarios that are hard to produce in reality and thus eases the
testing of software.

Virtualization, next to its core, is the ability to emulate hardware using software. From beginning to end the
system initialization processes, several form of operating system still requirements to be booted from the
hardware. This may be a full blow OS such as Linux or Windows, or it may be a stripped down OS specifically
designed to provide virtualization, such as VMware’s ESXi (which is a stripped down Linux operating system).
In either case an operating system is first booted and then an emulation software stack is loaded which is
referred to as a hypervisor. The hypervisor is the component which is responsible for emulating specific
hardware configurations to guest operating systems. When a guest is loaded into a virtual machine (VM), the
hardware that gets detected is the simulated hardware via the hypervisor, not the actual hardware itself. The
guest OS is abstracted from the true hardware, adding a component of versatility. The hypervisor is capable of
creating multiple simulated environments, or multiple VMs, which permits us to run multiple operating systems
that may have slightly different hardware requirements. The various servers like web servers, database servers
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and messaging servers are consolidated from 100 servers to few servers which help in TCO, power bill and
cooling equipment cost reduction (Janakiram, 2012).

I11. QUALITY PARAMETERS FOR VIRTUALIZATION

Gupta (2013) have segregated that the quality attributes for can be categorised into the following five categories:

1. Functional QoS attributes

2. Non-functional QoS attributes

3. Service function-related QoS attributes
4. Data-related QoS attributes

5. Security-related QoS attributes.

Functional QoS Attributes-
In case of the functional attributes, the three criteria are Performance, Throughput and Maintenance behaviour.

Performance-Because SaaS is provided as a service over a network, performance is a key indicator of the QoS
provided to the consumer. Performance guidelines are defined as service deliverables in the service level
agreement (SLA). These guidelines must be met for customer satisfaction and retention. Quality attributes for a
performance indicator are:

o Response time
o Throughput
oAvailability

Throughput- The volume of data processed by the service or application is termed throughput. Throughput can
be calculated at the:

(a) Network level — For example, the amount of data transmitted over the network per unit time.

(b) Application level — For example, the number of transactions processed by an application in a given amount
of time.

Maintenance Behaviour-Constant enhancements and upgrades are a necessary aspect of SaaS - along with
continuous testing to ensure smooth and minimal service downtime. The most important parameters of this
behaviour include:

(a) Upgrades — These are releases or enhancements to the software being provided as a service.

(b) Service support — It is around-the-clock support to ensure that the software is available with no or very little
downtime.

Non-functional QoS Attributes-

This is the category of attributes in which the most important non-functional QoS attributes fall . These include
the availability, reliability, reusability, customisability, Exception Handling, Configuration
Correctness, Maintainability and monitoring.

Availability- The percentage of time software is available as a service will be a key factor for determining the
QoS being provided by the vendor. The quality metrics for availability would involve:
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* Infrastructure level (server downtime)
* Database level (database uptime, database downtime)
* Application level (application uptime, application downtime)

Reliability— To ensure the success of a SaaS implementation, reliability is a key quality factor to be considered.
Proper attention should be given to the condition of the infrastructure- network and to the architecture, prevalent
practices, and the monitoring tools available for the corresponding service reliability. Reliability is classified
into three categories:

o Service reliability — Uninterrupted service must be available to the customer when desired.
o Application reliability — Reduced frequency of application failure makes it more reliable.

o Backup reliability — The backup solution provided for SaaS must be made reliable by following redundancy
strategies or using other available methods.

Reusability- This feature of SaaS is defined by how common the software being used is in the software
industry and how often it would meet the requirements of the customers. Because vendors would have to buy
and maintain the software at their end, measuring this feature becomes all the more important. Reusability
strongly influences the return on investments (ROI) being made by the customer. Quality attributes that would
come into play for reusability are:

* Maintenance
» Complexity
* Infrastructural cost (licensing fees) * Reuse frequency of the software

Customizability- Customizability of software is the programmable attribute of software that determines the
flexibility of the software for changes that fulfil customers’ needs and requirements. In providing software as a
service, customizability of software is a very important aspect for the vendors to take into account. In the
absence of customizability, use of SaaS would be very limited and SaaS would not be able to meet the desired
configurations and requirements of consumers.

Exception Handling- Exception handling for various special scenarios and error or failure conditions should be
considered and accounted for. Robust software is critical for successful SaaS.

Configuration Correctness-While providing SaaS, it is very important to comply with the requirements of the
customer. Consistency needs to be maintained with respect to infrastructure requirements, operational
information and the user interface specified in the user agreement or the business requirement document.

Maintainability-Maintainability can be defined as the ease with which a service or a product can be maintained
with respect to enhancements, changing requirements, and functionalities. Maintainability is performed at the
following levels:

* Application level
« Service level
* Function level

Monitoring- Monitoring in cloud computing is very important because resources are being provided as service.
Customers would want to keep track of all outages and track the status of the service being provided. In SaaS,
monitoring would be important at various levels:

* Tenant level — this involves monitoring performance of the application at user level.
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* Application level — this involves monitoring performance of the overall application. It has been termed
“application performance monitoring”.

* Network level — this monitoring at network level may involve maintaining log files.
Service Function QoS Attributes-

Multi-tenancy-Multi-tenancy is the operation of multiple instances of an application(s) in a shared
environment. Implementation of multi-tenancy can take place at various levels.

* Application level — a SaaS application should allow multiple tenants while being efficient, secure, and robust.

* SaaS underlying infrastructure level — the infrastructure hosting the SaaS application should also support
multi-tenancy.

» User interface level — multi-tenancy should be supported at the user interface level allowing the configuration
of multiple tenants successfully and efficiently.

* Database level — this involves configuring a shared database while accounting for security concerns by using
techniques such as data isolation or instance sharing.

Business-Based Attributes-

1. Support services — These are the level of support provided for the services provided by SaaS including
execution and maintaining ACID (atomicity, consistency, isolation and durability) properties at transaction
level.

2. Penalty rate — In the case of failure to carry out the agreed-upon services, the penalty rates to be paid by the
vendor need to be predetermined and quoted in the service level agreement.

3. Compensation costs — Similarly, failure to deliver the software or software updates would result in providing
the customer with compensation costs as per the service level agreement. These costs could be a certain fraction
of the original executing costs or an amount previously decided upon and based on market standards.

Service—FunctionScalability. Scalability is the major challenge in providing and making good use of SaaS
effectively and efficiently. The SaaS infrastructure provided by the vendor should be able to scale up or scale
down, as required, with relative ease. The quality metrics that decide the QoS of a SaaS with respect to
scalability are:

* Infrastructure level — The SaaS underlying infrastructure should be scalable with the changing requirements
and needs of the customer.

* Platform level — The SaaS underlying platform should also support scalability with the changing requirements
and enhancements desired by the customer.

« SaaS level — The service should also be scalable at SaaS level like number of users, number of servers.

Service-Function Connectivity—-How well a service function is connected at the security level and its
performance levels with respect to connectivity must be analyzed. The information being shared should be over
secure connections and should be carried out efficiently without impairing performance levels. The QoS for
service-function connectivity should be handled at two levels:

* Security level
¢ Performance level
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Application Programming Interface (API) Transaction Behaviour- The implementation of APIs involving
inputs, outputs, function calls is subject to various quality concerns and needs to be monitored for QoS at the
following levels:

* Security level
* Performance level ¢ Load/Stress level

Workflow Behaviour-The workflows in the application should function as specified in the business
requirements. The decision flow and data flow should be consistent with the requirements. In addition, all
requirements specified in the business-requirements document should be covered by the workflows while
catering to following quality metrics:

* Function correctness
* Flow control
» Requirement coverage/mapping

Function Efficiency- The logic of functions should be developed, implemented, and executed with speed,
accuracy, and efficiency as primary concerns. Function efficiency needs to be monitored at the following levels:

* Logic level
* Implementation level * Execution level

Service Recovery- This is the recovery from outages with minimum or no losses with respect to information and
data. Recovery mechanisms should be defined in detail comprising of detailed instructions in case of an outage
and regular mock drills should be conducted.

Data-Related QoS Attributes-

Data Integrity- The infrastructure (servers, applications, databases) providing SaaS is in a remote location and is
accessed via a network. Therefore, data encryption, accuracy, and data backup options are sought-after quality
attributes and are necessary for data integrity.

* Control Access — It enables user access to information based on rights and privileges.
» Accuracy — how accurate is the data
* Data backup — It is the storing or backing up data in case of outages

The ACID Attributes-Transactional aspects of SaaS need to comply with the requirements of distributed
transactions that involve the ACID properties.

» Atomicity — Either all actions associated with a transaction are carried out successfully or none of them are
performed.

* Consistency — Updates performed should be consistent throughout the system for all users.
* Isolation — Effect of transactions performed concurrently should take place once the transaction completes.

* Durability - If changes incurred by a transaction are performed successfully, they should be reflected in the
system after being completed.

Database Scalability- This is the ability to increase database size and architecture in case of enhancements or
changed requirements from the customer.

Data Recovery- This is the ability to recover data in case of a failure or outage scenario.
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Security Related Attributes-

Service Security-Because it is remotely provided by means of a network, service security is very important in
the SaaS industry and is usually detailed in the SLA. The various attributes involved in ensuring service security
are:

* Control access (based on permissions and privileges)
* User security (like password protection)
» Web security (like email security)

Data Security- This refers to securing data by means of providing physical security, encryption methods, and
data backups in remote geographic locations.

* Database security
* Off-site data backup

Service Confidentiality- Remote access is a major issue among SaaS consumers and so service confidentiality is
a major concern. The service level agreement addresses this concern and provides a concrete guideline to be
followed by vendors.

» Message level confidentiality
* Data confidentiality
* Data encryption
IV.CONCLUSION

In this paper a study has been carried out to identify the quality parameters for virtualization in cloud
computing. The various quality parameter has been listed with reference to various layers of services available
in cloud computing.Virtualization describes a technology in which an application, guest operating system or
data storage is abstracted away from the true underlying hardware or software. A key use of virtualization
technology is server virtualization, which uses a software layer called a hypervisor to emulate the underlying
hardware. This often includes the CPU's memory, I/O and network traffic. The guest operating system, normally
interacting with true hardware, is now doing so with a software emulation of that hardware, and often the guest
operating system has no idea it's on virtualized hardware. While the performance of this virtual system is not
equal to the performance of the operating system running on true hardware, the concept of virtualization works
because most guest operating systems and applications don't need the full use of the underlying hardware (Pek
et al., 2013). This allows for greater flexibility, control and isolation by removing the dependency on a given
hardware platform. While initially meant for server virtualization, the concept of virtualization has spread to
applications, networks, data and desktops.
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